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Abstract

Energy conservation, environmental protection, and intelligence are topics of interest in intelligent
buildings. However, the energy requirement of various electrical equipment in smart buildings
increases energy consumption. This paper presents a neural network-based prediction and control
system for the regulation of building environmental parameters and discusses the problem of
recognizing users by their typing biometrics. The expediency of its solution based on the training of a
neural network is noted. The biometric authentication algorithm is described; the principles of this
algorithm functioning, as well as the developed technology of biometric users authentication, are
considered. This problem solution automating required the collection and preparation of initial data for
analysis, neural network model constructing, as well as the research conducting and the accuracy of
biometric user authentication based on the constructed models assessing. To prepare the initial data and
form the training sample for the neural network training, a dataset consisting of 500 users typing
biometrics templates, containing a username and a passphrase was created. A neural network model
was constructed on the basis of the prepared data. The result of the calculated values ("Legal user" or
"Illegal user") was used as an output feature. The research has shown, that the amount of the 1st type
errors (the number of illegal users classified as legal) was 0%, and the value of the 2nd type errors (the
number of legal users classified as illegal) was 3.3%. The percentage of correctly classified users based
on the trained neural network was 96.7. Thus, the developed neural network system can be effectively
applied for biometric user’s authentication by using typing biometrics.
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1. Introduction

Currently, issues of environmental prediction, information security, in particular,
computer systems user’s biometric authentication (Kumar et al., 2017), are relevant for many
subject areas (Das, 2017; Eom, 2014; Ismagilov et al., 2018). Recognizing users of a
computer system, the identification and authentication subsystem should access (authorize) a
legal user, and deny to access an illegal user. There are static (for example, fingerprint, hand
geometry, iris) and dynamic (for example, handwritten signature, voice tone, typing
biometrics) biometric authentication methods (Om and Banerjee, 2017). All of them have
both obvious advantages (associated with the uniqueness of users biometric characteristics)
and certain disadvantages (related to high cost, insufficient convenience of presenting a
biometric standard, as well as with the presence of errors of the 1st and 2nd kind during
recognition).

For the developers and researchers, the user's typing biometrics is the most attractive
among the listed methods from the point of view of their low cost and recognition efficiency
(Nelasa and Krischuk, 2001). Like handwriting, typing biometrics is developed over a certain
(fairly short) time and then remains stable and unique for each user for a sufficiently long
period of time. That is why typing biometrics can be viewed as an analogue of handwriting,
and a passphrase typed on the keyboard can be viewed as an analogue of a genetically
generated handwritten signature (Epishkina and Beresneva, 2020). Since a handwritten
signature in most cases allows a person to be uniquely recognized and authenticated, using
typing biometrics when typing a passphrase on the keyboard has the same capabilities. At the
same time, such characteristics of typing biometrics as time delays (intervals) between
pressing and releasing keys on the keyboard are often used for users recognition (Rosenberg-
Adler and Weintraub, 2020).

After statistical processing of a set of such characteristics, a reference sample of a
legal user is formed, as well as a vector of biometric elements of the typing biometrics of the
current user trying to access system resources. The comparison by some criterion of a
reference handwriting sample with a vector of biometric characteristics of the current user
allows conducting authentication with a high degree of accuracy (Yellamma et al., 2020).

Thus, typing biometrics has a number of advantages over other methods of biometric
authentication (Stefanova et al., 2012). The main of these advantages are the following:
simplicity, low cost, no need to purchase additional equipment, the possibility of hidden user
authentication. All this actualizes the necessity and practical usefulness of the development
and use of biometric user authentication systems based on typing biometrics (Chantaf et al.,
2020; Katasev, 2019).

2. Methods

It is known that biometric users authentication based on typing biometrics can be used
in conjunction with password identification and authentication systems (Zhang et al., 2011).
In this approach, the user enters a passphrase (presents it to the biometric authentication
system) to confirm the identity of the identifier; the typing dynamics of the passphrase is the
user’s typing biometrics. In this case, an error in several characters of the passphrase will not
lead to a denial of authentication. The decision to pass or not pass the authentication
procedure will be made based on the analysis of the dynamics of entering a passphrase
(user’s typing biometrics).
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It is important to take into account the following circumstance (Bhana and Flowerday,
2020): on the one hand, the length of the passphrase should not be short (it should allow a
biometric sample of the user's typing biometrics to form from the point of view of the
statistical processing method), and on the other hand, it should not be very long, so as not to
be inconvenient for the user during his authorization. In this case, the passphrase must be
memorized by the user, which also imposes a restriction on its length. Based on the above,
the optimal length of a passphrase should be within the range from 21 to 42 characters,
which is confirmed by the results of research conducted by a number of authors (Eremenko
and Oliunina, 2019; Keith et al., 2009).

In addition, it is necessary to determine the characteristics of a user’s typing
biometrics in order to form a biometric standard. It is convenient from the point of view of
practical implementation to record the time intervals for pressing and releasing keys while
typing a passphrase. In this case, there is formed a time series of data (Dagaeva et al., 2019;
Ismagilov and Khasanova, 2016; Last et al., 2018; Perfilieva et al., 2016) containing the
values of the following characteristics (Eremenko and Oliunina, 2019):

- time between pressing the current key and releasing it;

- time between releasing the current key and pressing the next.

All values in the time series undergo statistical processing through calculating such
characteristics of the initial data as mathematical expectation and dispersion (Khitsenko and
Krutokhvostov, 2018). A biometric standard of the user's typing biometrics, as well as a
vector of its input parameters, is subsequently formed from the values of these
characteristics.

The formulas used to calculate the statistical characteristics of users' typing
biometrics are as follows (Khitsenko and Krutokhvostov, 2018): the mathematical
expectation of the time between pressing and releasing the current key (Eq. 1):

Mpp =2 —+
i=1 n

Q)

where X; is the time interval between pressing and releasing the i-th key, and » is the number
of characters pressed when typing a password phrase on the keyboard;

- the mathematical expectation of the time between releasing the current key and
pressing the next (Eq. 2):

" H
Mgp=2% & 2)
k=1 n

where H; is the time interval between releasing and pressing the k-th key; - time variance
between pressing and releasing the current key (Eq. 3):

2
(X, -M
i=1 n
- time variance between releasing the current key and pressing the next (Eq. 4):
1 (Hy —Mgp)®
Dpp = 2 ——— “)

k=1 n
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The assessment of the information content of these features is carried out
experimentally using the methods of mathematical statistics (Khitsenko and Krutokhvostov,
2018). Unlike password and technical authentication systems, it is always necessary for a
biometric system not only to form a standard of a legal user but to train the system and
configure it for a legal user. For effective recognition of users based on their typing
biometrics, it is advisable to use adaptive self-learning neural network systems (Iryna et al.,
2019; Ismagilov et al., 2019; Katasev et al., 2018a, 2018b), which allow performing efficient
users biometric identification and authentication. The neural network authentication use
allows to effectively adapt to the specific user’s passphrase’s biometric characteristics.

Thus, for neural network training, it is necessary to collect data of the user's typing
biometrics, to prepare the collected data, to form training and testing samples, to construct a
neural network model and to test it for the classifying ability assessing. As a result of the
neural network training, a neural network model will be obtained that can effectively
recognize users by their typing biometrics in biometric authentication systems. It provides
adaptability of the biometric authentication system as a whole. The developed user
recognition technology consists of the following stages:

1) data preparation and preliminary processing;

2) neural network training;

3) neural network model testing and evaluating.

The obtained initial data were presented in the form of a table, where each row represented
users, and each column represented their parameters. To carry out this stage, we used our
own database consisting of 500 user templates. Further, the process of data pre-processing
and the formation of the training and testing samples took place. For this, a clear set of
numerical parameters was selected that characterized users, the values of which were then
included in the training and testing samples. The size of the training sample was 380 lines,
and the size of the testing sample was 120 lines. When forming the samples, the requirement
to balance the classes of solutions (legal/illegal user) in both samples was taken into account
(Emaletdinova and Kabirova, 2019).

To solve the problem of constructing an adaptive biometric system for user
recognition, a software package "Biometric Authentication System" has been developed. Its
advantage is the ability to authenticate a user based on a trained neural network, which
makes it possible to increase the efficiency of the biometric user authentication system using
typing biometrics. Let's consider the processes of the neural network functioning. Let there
be a training sample obtained by registering and entering a password phrase by users. It is
necessary to train a neural network on this data and construct a neural network model
(Katasev et al., 2018). For this, there are initial input and output characteristics:

1) input characteristics: username and user passphrase;

2) output characteristics: the result of authentication.

After the training sample formation, the neural network will be trained. Next, the user
is authenticated to obtain the desired results. This operating mode of the software package is
intended for user authentication using typing biometrics and obtaining authentication results.
When training a neural network, its output error is minimized.

In accordance with the previously described characteristics of users' typing
biometrics, the input parameters for the neural network model are as follows:

- x; - mathematical expectation of the time between pressing and releasing the current
key;

- x» - mathematical expectation of the time between releasing the current key and
pressing the next one;

- x3 - dispersion of time between pressing and releasing the current key;

- x4 - dispersion of time between releasing the current key and pressing the next one.
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Thus, the vector of input parameters in the neural network model can be represented
as X = { xi1, x2, x3, x4}. The values of the output parameter of the neural network are "1" -
legal user and "0" - illegal user. Fig. 1 shows a block diagram of the developed neural
network.

Fig. 1. Block diagram of the developed neural network

As it can be seen from the figure, the neural network is a single-layer perceptron (Ng
et al., 2008) with four neurons in the input layer, ten neurons in the hidden layer, and one
neuron in the output layer. Let's consider the results of the conducted experiments of user
recognition by typing biometrics.

3. Results and discussion

A trained neural network must be tested to assess its classifying ability for correct
recognition of data sets that were not involved in its training (Bruel et al., 2020). To solve
this problem, a testing data set of 120 lines was used. In addition, errors of the 1st and 2nd
kind were calculated according to the results of neural network classification (Zhang et al.,
2017). In the context of solving the set problem, an error of the 1st kind should be
understood as a situation when an attacker is recognized by a neural network model as a
legal user. An error of the 2nd kind should be understood as a situation when a legal user is
recognized by the neural network model as an attacker, accordingly. The following formula
was used in this work to calculate errors of the 1st kind:

E; =21 x100%
Ny
where 1, is the number of lines in the test sample characterizing illegal users, but classified
by the neural network model as legal users; N, is the total number of lines in the test sample
characterizing illegal users.

Accordingly, the following formula was used to calculate the errors of the 2nd kind:

Ey =22 %100%

Ny

where 7, is the number of lines in the testing sample characterizing legal users, but classified
by the neural network model as illegal users; N is the total number of lines in the testing
sample that characterize legal users.

Assessment of the classifying ability of the neural network model showed the
following classification results (calculation of errors of the 1st and 2nd kind):

- Ist kind errors value:
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E, =T 100% = 2 x 100% = 0%
N, 60

- 2nd kind errors value:

Ey = T2 5100% = -2 x100% = 33%
N, 60

Thus, 0% of illegal users are recognized as legal, and 3.3% of legal users are
recognized as illegal. It can be seen that the values for the indicated errors are insignificant
(do not exceed the 5% error rate). Fig. 2 shows the percentage of the results obtained during
testing of the software package.

1007
907
807
707
607

20 96,7 0 33

0 T T

Correctly Tvpe 1 error, % Tvpe IT error, %
classified

users, %o
Fig. 2. Results of calculating errors of the first and second kind

As you can see from the diagram above, the biometric user authentication algorithm
based on the neural network has shown good results.

4. Conclusions

As the study has shown, it is advisable to use modern methods of machine learning,
i.e. neural networks for biometric authentication of users by typing biometrics. Training on
the initial data, they are able to reproduce the laws hidden in them quite accurately, and
solving the assigned problem with high accuracy. The results of the studies and experiments
conducted allow us to conclude that the constructed neural network model is an effective tool
for biometric user recognition. It allows us to minimize the number of errors of the 1st and
2nd kind. In addition, the overall accuracy of the model was 96.7%, which is a fairly high
result.

Thus, the work has solved the problem of mathematical modelling for environmental
prediction and control by typing biometrics based on the construction and study of a neural
network model. The results of the experiments showed the effectiveness of the proposed
approach to solving the problem. The constructed neural network model showed high
recognition accuracy in terms of minimizing errors of the 1st and 2nd kind, as well as the
general error of the model. This indicates its effectiveness and the possibility of practical use
for users recognition in biometric identification and authentication systems.
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